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Abstract

Access control is processed on centralized form with key distributed center (KDC). Because of this data are
affected if any one of the key gets attacks. To recover the data from the overall damage from attacks, providing
attributes for the data in decentralized approach. Due to this attribute based access control for data in cloud storage.
Secure the data storage in clouds, decentralized access control approach is introduced. Access control provides
authentication for the user, in which only valid users are able to decrypt the stored information. User authentication
and access control scheme are introduced in decentralized, which prevent replay attacks and supports modification on
data stored in the cloud. Access control in clouds is gaining attention because it is important that only authorized users
have to access to valid service. A huge amount of information is being stored in the cloud, and much of this is sensitive
information. Clouds are being store sensitive information about patients to enable access to medical professionals,
hospital staff, researchers, and policy makers. Decentralized approach and provides authentication without disclosing

the identity of the users.

Keywords: Access control; Authentication; Cloud storage; Key

distributed center

Introduction

Cloud computing is a recently evolved computing terminology or
metaphor based on utility and consumption of computing resources.
Cloud computing involves deploying groups of remote servers and
software networked that allow centralized data storage and online
access to computer services or resources. Clouds can be classified as
public, private or hybrid. Using homomorphic encryption [1], the
cloud receives cipher text of the data and performs computations on
the cipher text and returns the encoded value of the result. The user
is able to decode the result, but the cloud does not know what data
it has operated on. In such circumstances, it must be possible for the
user to verify that the cloud returns correct results. Clouds are being
used to store sensitive information about patients to enable access to
medical professionals, hospital staff, researchers, and policy makers. It
is important to control the access of data so that only authorized users
can access the data. Using ABE, the records are encrypted under some
access policy and stored in the cloud. Users are given sets of attributes
and corresponding keys. Only when the users have matching set of
attributes, can they decrypt the information stored in the cloud. Key
distribution is done in a decentralized way [2]. One limitation is that
the cloud knows the access policy for each record stored in the cloud A
creator on presenting the token to one or more KDCs receives keys for
encryption/decryption, SKs are secret keys given for decryption, Kx are
keys for signing. The message MSG is encrypted under the access policy
X. The access policy decides who can access the data stored in the cloud.
The creator decides on a claim policy Y, to prove her authenticity and
signs the message under this claim. The cipher text C with signature is
¢, and is sent to the cloud. The cloud verifies the signature and stores
the cipher text C. When a reader wants to read, the cloud sends C. If the
user has attributes matching with access policy, it can decrypt and get
back original message [3-5].

Existing System

Data are accessed in centralized form on the basis of key distributed
center. Key distributed center does not support for authentication.
A single failure of KDC can affect the maximum number of data in
cloud storage. It is most difficult to maintain the large number of data
in cloud for centralized form [6-8]. Accountability of clouds is a very
challenging task and involves technical issues and law enforcement.

Neither clouds nor users should deny any operations performed or
requested. Unfortunately, a single KDC is not only a single point of
failure but difficult to maintain because of the large number of users
that are supported in a cloud environment.

These are the limitations of the existing system:
® Approaches of data storage are only based on centralized form.

e It affects the maintenance of large number of data storage in
cloud.

® Tt does not support the authentication control [9,10] (Figure 1).
Framework

In the decentralized access control some of the modules are used to
modify the data which can be invisible.
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Figure 1: Existing system architecture.
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Client/server access control
® It provides access control based on user information.
® In this module cloud verifies the users who are authenticated.

® Anonymous users are authenticate in cloud by some encryption
method.

® This original user creates and shares data with other users in the
group through the cloud.

®Shared data is further divided into a number of blocks.
® The original user is the original owner of data.

® Data is divided into many small blocks, where each block is
independently signed by the owner [11-15].

Access control

. Authorizations for individual users are provided for
authenticated users and anonymous users.

®  Authorizations are given to users on the basis on key
generation.

U The user easily upload the encrypted data’s to cloud the ring
key for each file uploaded by the user is generated automatically.

U] After that the users note their member ring key for that data
access to others.

® By data outsourcing, users can be relieved from the burden of
local data storage and maintenance.

. The benefits of their own, there do exist various motivations
for cloud service providers to behave unfaithfully towards the cloud
users regarding the status of their outsourced data [16-19].

Anonymous executive
® It provides access policy based on users information.

® It provides security for user information based on the attribute
based encryption technique.

®  We only consider how to audit the integrity of shared data in
the cloud with static groups keys.

® It means the group key is pre-defined before shared data is
created in the cloud and the membership of users in the group
key is not changed during data sharing.

® The original user is responsible for deciding who is able to share
her data before outsourcing data to the cloud.

® Another interesting problem is how to audit the integrity of
shared data in the cloud with dynamic data.

® A new user can be added into the group and an existing group
member can be revoked during data sharing [20-23].

User revocation
e [t secures the data from annulled user and data attackers.

® Secret keys of the minimal set of attributes which are required
to decrypt the data.

® The owners should change the stored data and send updated
information to other users Secure control.

® TItsecures data on the basis access policy and access control technique.

® Security controls are safeguards or countermeasures to avoid,
counteract or minimize security risks relating to personal

property.

®  We only consider how to audit the integrity of shared data in
the cloud with static groups keys.

® It means the group key is pre-defined before shared data is
created in the cloud and the membership of users in the group
key is not changed during data sharing.

® The original user is responsible for deciding who is able to share
her data before outsourcing data to the cloud.

® Another interesting problem is how to audit the integrity of
shared data in the cloud with dynamic data.

® A new user can be added into the group and an existing group
member can be revoked during data sharing [24,25].

Attribute-Based Encryption

A crucial security feature of attribute-based encryption is
collusion-resistance. It holds multiple keys should only be able to access
data if at least one individual key grants access. It is a type of public-
key encryption in which the secret key of a user and the cipher text
are dependent upon attributes (e.g. the country he lives, or the kind
of subscription he has). In such a system, the decryption of a cipher
text is possible only if the set of attributes of the user key matches the
attributes of the cipher text.

AES Algorithm

AES (acronym of advanced encryption standard) is a symmetric
encryption algorithm. To encrypt and decrypt text using AES
encryption algorithm AES is based on a design principle known as a
substitution-permutation network, combination of both substitution
and permutation, and is fast in both software and hardware. Unlike its
predecessor DES, AES does not use a Feistel network. AES is a variant
By contrast; the Rijndael specification per se is specified with block and
key sizes that may be any multiple of 32 bits, both with a minimum
of 128 and a maximum of 256 bits. AES operates on a 4x4 column-
major order matrix of bytes, termed the state, although some versions
of Rijndael have a larger block size and have additional columns in the
state. Most AES calculations are done in a special finite field [26].

Proposed System and Future Work

Maintaining the large number of data in cloud, decentralized access
control approaches is proposed. Involving distribution of secret keys
and attributed of all users. Authentication access control only allows
the user for reading purpose. Accessing the data by user only satisfying
the access policy and authentication. Distributed access control of
data stored in cloud so that only authorized users with valid attributes
can access them. Authentication of users who store and modify their
data on the cloud. The identity of the user is protected from the cloud
during authentication. The architecture is decentralized, meaning that
there can be several KDCs for key management. The access control
and authentication are both collusion resistant, meaning that no two
users can collude and access data or authenticate themselves, if they are
individually not authorized. Revoked users cannot access data after they
have been revoked [27-29]. The proposed scheme is resilient to replay
attacks. A writer whose attributes and keys have been revoked cannot
write back stale information. The protocol supports multiple read and
writes on the data stored in the cloud. The costs are comparable to
the existing centralized approaches, and the expensive operations are
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mostly done by the cloud. Efficient search on encrypted data is also an
important distress in clouds. Access control is also gaining importance
for users. Users can have either read or write or both accesses to a file
stored in the cloud. The access policy decides who can access the data
stored in the cloud.

Conclusion

A decentralized access control technique with anonymous
authentication, which provides user revocation and prevents replay
attacks. The cloud does not know the identity of the user who stores
information, but only verifies the user’s credentials [30]. Key distribution
is done in a decentralized way. Data stored in clouds is highly sensitive.
We should prevent the data corruption Here we propose a decentralized
access control technique with anonymous authentication, which
provides user revocation and prevents replay attacks. Cloud doesn’t
know about used details, it only verifies the user information. Cloud
knows only the access policy of the stored information.
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