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DESCRIPTION

Computer networks are a collection of devices that are
interconnected, allowing for communication and resource
sharing among them. The techniques used in computer
networks have evolved over time, from simple Local Area
Networks (LANS) to complex Wide Area Networks (WANs) and
the internet. In this short communication, we will discuss some
of the fundamental techniques used in computer networks [1-3].

Network topologies

Network topology refers to the layout of the devices in a network
and how they are connected to each other. There are several
types of network topologies, including bus, ring, star, mesh, and
hybrid. In a bus topology, all devices are connected to a single
cable, whereas in a ring topology, each device is connected to its
two neighboring devices forming a ring. In a star topology, all
devices are connected to a central device, whereas in a mesh
topology, all devices are interconnected. A hybrid topology
combines two or more topologies to form a more robust

network [4-7].
Network protocols

A network protocol is a set of rules that govern the
communication between devices in a network. Some of the most
common network protocols include Transmission Control
Protocol/Internet Protocol (TCP/IP), User Datagram Protocol
(UDP), and Internet Control Message Protocol (ICMP). TCP/IP
is the most widely used protocol on the internet and is
responsible for ensuring reliable data transfer. UDP is a
connectionless protocol that is faster than TCP/IP but does not
guarantee data reliability. ICMP is used for error reporting and
diagnosing network issues[8].

Network architecture

Network architecture refers to the design and layout of the
network infrastructure. There are two primary types of network
architecture: clientserver and peertopeer. In a clientserver
architecture, a central server is responsible for managing the
resources and data on the network, and clients access these

resources through the server. In a peer-to-peer architecture, all
devices on the network are equal, and each device can act as a
server or client.

Network security

Network security refers to the measures taken to protect a
and other
malicious activities. Some of the most common network security

network from unauthorized access, data theft,

techniques include firewalls, encryption, and Virtual Private
Networks (VPNs). A firewall is a network security device that
monitors and filters incoming and outgoing network traffic
based on predetermined security rules. Encryption is the process
of converting data into a format that can only be deciphered
with a specific key or password. A VPN allows for secure remote
access to a network by creating a private tunnel over a public
network.

Network addressing

Network addressing is the process of assigning unique identifiers
to devices on a network. The most common addressing scheme
used on the internet is the Internet Protocol (IP) addressing
scheme, which assigns a unique IP address to each device on the
network. IP addresses can be either dynamic or static. Dynamic
IP addresses are assigned by a DHCP (Dynamic Host
Configuration Protocol) server and can change over time,
whereas static IP addresses are manually assigned and do not
change [9].

Network routing

Network routing refers to the process of directing data packets
between devices on a network. A router is a network device that
is responsible for routing data between different networks.
Routers use routing tables to determine the best path for data to
travel based on the destination address [10].

Network management

Network management refers to the process of monitoring and
maintaining a network to ensure it is running smoothly and
efficiently. Network administrators use network management
tools to monitor network performance, troubleshoot network
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issues, and perform routine maintenance tasks such as software
updates and backups.

CONCLUSION

In conclusion, computer networks have become an integral part
of modern society, facilitating communication, collaboration,
and resource sharing. Computer networks and fundamental
techniques play a crucial role in today's interconnected world.
They form the backbone of modern communication systems
and enable the exchange of information and resources across
vast distances.
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