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ABSTRACT
The use of only numeric numbers as the base for the USSD PIN rather than alphanumeric was one of the security

risks in the USSD mobile money services. The use of only a numeric key for PIN was far more convenient for users,

but it also made them more vulnerable to attacks. The standard PIN length in the current USSD mobile money

application was four numeric keys. The indication was that the PIN length was too simple for a simple system to

break through. The study included 57 participants to uncover the vulnerability of users' PINs in mobile money

services. The study proposes a two-in-one solution in which mobile money users can increase their PIN to six

characters, and include alphanumeric keys. The current study will help to reduce the increasing threat of mobile

money fraud in the FinTech industry.
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data; SMS threat

INTRODUCTION
The security threat of mobile is very broad; as a result, the focus 
of the research is considered from the perspective of the general 
operation of mobile money banking. The general operation of 
mobile banking is two phases; thus, the bank or the telcos and 
the handset are used by the mobile user in their mobile money 
banking operations.

The direct interaction between the telecoms and handset is by 
use of a web portal and Short Message Service (SMS), where 
SMS is through Unstructured Supplementary Service Data 
(USSD) however, the SMS is the most common medium. SMS 
usage has grown in almost every sector of human development, 
from health care, e-government, education, agriculture, railways, 
mobile banking, and news alert to send reminders. These 
messages also include passwords and private information of user; 
in 2018, more than 9.1 trillion SMS were sent across the globe, 
constituting $1trillion in commercial value [1-5].

The use of mobile money has become very important in bridging 
the most critical services that also occurred during the 
COVID-19 pandemic. The role of mobile money became a 
saviour in the financial sector during a pandemic of this 
magnitude.

However, the importance of the usage of USSD for mobile 
money should not elude stakeholders from overlooking the 
emerging security threats associated to mobile money services. It 
is on this score that the research through more light on the 
weakness of the current user PIN used in the mobile money 
service and sought to introduce an alphanumeric PIN instead of 
four numeric PIN.

LITERATURE REVIEW
The review considers the structures associated with mobile 
money applications, as well as the security risk posed by USSD 
structures linked to mobile money services.

Mobile application

In designing mobile applications, there are a few other issues to 
solve, including simplicity of the application, user friendly, 
security, and a well established application referred to as a “killer 
application”. According to Hillman and Neustaedter, mobile 
application development is simply by virtue of whether such 
regulatory approval potentially makes service providers more 
reliable with their mobile application services [6-10]. However, 
according to Sarkar, et al., users would be discouraged from 
establishing flow if mobile applications have many difficulties.
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Mobile device architects must thoroughly examine the
application’s environment. Therefore, designing mobile
applications thoroughly to satisfy the needs of target users is
highly significant [11-13].

Mobile application issues

This study classified the issues confronting mobile payment as;
security, cost, standardization, convenience, technology and
system quality. The fundamental taste of users to adopt
technology varies. However, Dahlberg and Mallat indicate that
the focus should be on safety and affordability to get customers
to embrace the new payment system. The challenges in mobile
money applications, and any solutions proposed must attempt
to address them [14,15].

Standardization: Several academics suggest that the
unavailability of the uniform approach poses apparent issues in
the advancement of mobile payment services to attract users.
According to MeT, the usage of mobile banking current market
is characteristic of either an emerging thing, first with a plethora
of concepts and indeed ideas, which might or might not be
interoperable. Also, with a standard interface since the shared
knowledge and convenience of use are vital, in the entire
customer’s delight is getting a service that meets their
requirement and service deployment at ease. Finally, one of the
most pressing issues in mobile payments is a lack of
standardization, exacerbated by the mobile market's
proliferation (Figure 1).

Figure 1: Mobile money application issues.

System quality: Consumers obtain good impressions and
adoption when they see that the service offers them is of good
quality Zhu, et al. A difficult to use system has a low “perceived
ease of use”.

The strength of third party trustees, the crucial cryptography
infrastructure to check secure transactions and the safeguard of
privacy is an unquestionably crucial aspect in creating consumer
adoption.

According to Corbitt, et al., when customers find inadequate
integrity it may hinder their interest to use. However, system
quality should primarily put into perspective the user’s demand
to understand how it will ease their response to service demand.

Convenience: Convenience and ease of use are
both significant factors incentivizing all technological
advancements. Mobile user views of mobile payment
convenience have a favorable impact on the acceptance of
“mobile payment services”. Consequently, the accessibility of
mobile payment systems is one of the reasons behind their
popularity. However, in this age of rising hacking and cyber
fraud, mobile money transactions come with the risk of
financial and data loss. Compared to traditional financial
service providers, the perceived benefit of the desire to use
mobile payment is an appropriate basis to attribute the
perceived usefulness of the intention to adopt mobile financial
services. According to Liu, et al., although mobile payment is
convenient, it also introduces dozens of new payment security
concerns, leading to our subsequent discussion on security.

Security: Security knowledge, privacy issues, and trust problems
are all possible causes of factors to disrupt the gains made in
mobile commerce. Thus “mobile commerce started with the
establishment of cellphones equipped with advanced cards”,
which provide security features not accessible through all the
other e-commerce methods. The cell phone, with an embedded
SIM card, seems to be an ideal recipient for a Public Key
Infrastructure (PKI) system's secret key electronic signature.

However, this advancement is only possible if a tremendous
amount of data security is ensured for the user's information
and secured transactions. According to Gao, et al., the rising
“adoption of mobile devices, as well as the development of
digital systems” and applications, necessitates a human centered
approach to mobile data security [19].

Privacy is a fundamental consumer prerogative, as users must
not divulge their identity to other parties unless they are ready
to provide that privilege.

Cost: Another factor that keeps surfacing in the face of adopting
mobile payment is the transaction cost associated with the
services provided, and related charges have not been uneasy.
This is supported by Abooleet et al., most of these payment
methods continue to face opposition due to a variety of factors,
such as transaction costs. The acceptability of mobile
money payment is completely dependent on those willing to pay
the extra cost. It is, of course, not simple to convince clients to
give more charges without good offerings. Operational expenses
include both fixed but also payment system expenses, as well as
user expenditures and technological infrastructure.
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Trust: Trust in mobile payment services is mostly limited to the 
devices, applications, operators, regulations, and network 
infrastructure [16]. Trust encapsulates the fact that the user 
strongly expects that the data and transaction information that 
the operators and the banks primarily handle are not misused or 
trade off but is kept safe. This could be done when all the 
players put in appropriate measures to ensure and assume the 
trust needed [17,18].
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SMS phishing: This uses the weakness in the SMS to send
unsolicited information to a user with the main intention to
cause harm.

Message disclosure: SMS by default is not encrypted; the user’s
message is temporarily stored in SMSC as plain text. This makes
the SMSC center venerable to an attack, as such messages are
intercepted either deliberately by a brute force attack. The
information gotten could be used for a purpose which is not
intended by the user. In some instances, the information could
be of no use but viewed by a third party (Figure 2).

Figure 2: SMS threats.

with the primary intention to deny the user the use of their 
phone. 

The research organized a focus group discussion and engaged a 
group of users to give insight into the PIN composition of their 
mobile money usage. The outlook from those two discussions 
shows the nature of PIN created. This revealed the weakness of 
the user PIN and how easily a third party through social 
engineering and social media can get access to the user PIN. Out 
of 57 participants who took part in the study, Table 1 shows the 
outcome of respondents' pattern of choosing and creating their 
PIN. The participants were asked to change their PIN after the 
discussion.

Key Digit of phone numbers Year of birth Others

M-Male 15 23 19

F-Female F (9) M (6) F (15) M (8) F (6) M (13)

The scenario in Figure 3 enforces the kind of PIN used and its
lengths, this is easier and simple for the user. However, it unveils
how vulnerable it is to access another user’s PIN.
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Figure 3: Length of PIN.
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Security threats in SMS

Information security is the act of protecting information systems 
from unauthorized access for using any other than its original 
purpose. The distribution of SMS via a GSM system is not 
secured and is vulnerable to unauthorized access [20].

Common threats in SMS

The nature of the attack in a network system can be placed into 
two forms, thus internal and external; these attacks could also 
be referred to as active and passive respectively. We look closely 
at the specific attacks related to networks from which SMS is the 
predominant sector in its transactions.

Man-in-middle attack: This happens when the user is falsely 
authenticated by the use of a false network system. Before any 
message or call gets through, the user has to be verified; this is 
where the attack happens, the man-in-middle turn to use a “false 
BTS which uses the same network code of the subscriber” which 
makes it difficult to notice of the false authentication, as a 
result, turns to impersonate or commit any crime on the 
network.

Replay attack: With a replay attack, the perpetrator uses the old 
messages between the user and network to carry out such 
attacks. The user turns to trust the source and is ready to do 
anything such inquest this new message seeks to achieve.

Spamming: These are SMS messages which are sent as a 
nuisance or for an attack such as phishing or pharming. Several 
social marketers online turn to use SMS messages as a very 
legitimate marketing tool. But these turn out to be an 
inconvenience in some cases.

Denial of Service (DoS) attacks: This happens when bulk and 
repeated SMS messages are sent to a target mobile phone user, 

Table 1: Pattern of PIN used by users.



The coding to increase the length to six characters from the 
current designated of four numbers. This introduction gives 
users the freedom to use any key combination of up to six 
characters, thus alphanumeric characters instead of only 
numeric. This is not to say that users can't continue to use the 
year of birth and other patterns discussed previously. However, 
users can add any additional characters to their existing keys. 
This makes the user's PIN length longer, and it a little more 
difficult to brute-force attack the user's financial account on the 
mobile money platform. Figure 5 shows what the mobile money 
interface looks when a user enters their PIN in a transaction 
process.

Figure 5: A summary of user PIN of six characters.

DISCUSSION
There are some participants who use “digit of their phone 
numbers” from the given phone number scenario (0244 906 
732) for clarity. Some users used the last four (4) digits of their
phone numbers (6732); others used the first four (4) digits
(4906) apart from the phone code (024, 020, 054, 055, 027).
Considering the perspective of gender, most females used their
last digit as a PIN compared to males, and most males used the
first four digits of their phone numbers as a PIN compared to
females.

There was some diversity in the category for those who used 
“year of birth”; (1934). Some used their year of birth as the PIN 
code, and some also used the year of birth of their boyfriends, 
girlfriend, fiancées, parents and kids. The same consideration 
about gender and their choice of these patterns for PIN codes, 
most females prefers using their year of birth or that of their 
boyfriends compared to males.

The final category is those who used “other” forms of key 
combination as their PIN. The PINs used by this category is 
grouped into two, those just by instincts and others by 
familiarity with some numbers; this includes generic numbers 
such as (1234, 7777, and 4321). The comparison based on the 
gender on those grounds indicates more males prefer using this 
method of randomly combining numbers for PIN than females.

CONCLUSION
The above analysis clearly shows that, with this information at 
hand, anyone who has access to others’ phones can break into 
their mobile money accounts without any trace.

The simulation determination of increasing the length of the 
key used as a PIN for mobile money was achieved. The need  and
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Application development tools

The service tools used for the development of the mobile money 
application, first, a local host server was created to expose the 
codes to the internet and Africa talk as simulation platforms. 
The study adopted Apache HTTP server as the internal server 
host. Also, ngrok was used to help tunnel the service of the 
webserver (Apache). For, the webserver and ngrok not to delay 
in the kind of service it is rendering a callback or web hook is 
used to support the flow of data access, this serves as stationery 
to where the webserver and external host can easily and 
continuously fetches its data for their use as and when it is 
needed.

Proposed user PIN solution for USSD mobile
money service

The number of characters used as PIN authentication general 
determines the PIN's strength. Using “mobile money” services as a 
case, all the telecom operators’ PINs are limited to only four 
(4) numeric characters. This makes it easier for anyone mindful 
of accessing another user's PIN with minimum brute force 
attack or shoulder looking to get hold of an individual PIN 
quickly. In contrast, with that comes a gap this study would want 
to fill in the current security arrangement by the operator of the 
telecom of mobile money in Ghana.

This demonstrated that the PIN length could be broken in less 
than an hour using simple computer algorithms in a brute force 
attack. The current size of the PIN stack was set to four for 
convenience and user friendliness, with little thought given to 
the threat such a length could pose in financial transactions 
involving mobile money banking. This resulted in users not 
making any conscious effort to create PINs that were difficult to 
guess. In any case, given the length of available keys, users simply 
used any patterns that were as convenient to them, such as the 
last four digits of their current phone number or their year of 
birth, as was discussed earlier. As a result, the research 
implementation in order to increase the length of the PIN key 
was successful. This was increased to six characters on the basis 
that if a user loses or misplaces their phone, they will have a 
much greater window of opportunity to report it to the 
appropriate telecommunications operators. The latter will then 
block access to the phone to be used by the default new owner. 
As a result, it is a win-win situation for both telecoms and users 
(Figure 4).
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suggestion to increase the length of user PIN is to make the 
service more secure than what is currently used. According to 
Jean-Paul, the duration of time needed to reveal the keys used 
with the use of a computerized system in a brute force method is 
longer if the length of the key is longer. The current application 
key used by the telecoms is four digits; this therefore clearly 
indicates the vulnerability associated with its use and risk to 
access by fraudsters.

The outline of alphanumeric keys and the ability to increase the 
length of PIN in mobile money banking services will go a long 
way to reduce the rate of fraudulent activities on mobile money 
services.
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