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Abstract 
Secure chat system is essential for effective and efficient communication in succeeding organizations. Current ‘free’ 

chat systems make breach risk of confidentiality probable, and organizations lose possession of logged chat messages. 

Their designs are also not readily available for examination and subsequent improvement. There is therefore the need for 

the design and creation of a private chat system which this research addressed. Design and creation research strategy was 

adopted and data collection was through existing documents and structured interviews. Incremental software 

development method was adopted. The outcome provides secure private chat system that minimizes the breach risk of 

confidentiality through encryption and localization, and grants user organization possession of logged chat messages. 
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1.0 Introduction 
Any organization having any number of employees needs a communication system. A chat system, which could be 

intranet or internet based, can be used to share information, make inquiry, among others. Chat is to participate in a 

synchronous text, video, audio, or multicast exchange of remarks with one or more people over a computer network 

(Wiki-online Chat, 2013).  There is the need to ensure confidentiality of communication to breed honest and frank 

chatting free from fear of eavesdropping and breach of privacy. Organizations should also keep possession of their chat 

messages. The capability to securely chat with a colleague in an organization is to a great advantage against competitors 

who do not have such facility. A Secure Chat System is a system which enhances communication between two or more 

people within an organization or over the internet in a way that seriously attempts to be free from risk of interception by 

or involvement of unauthorized persons. 

There are a number of chat system available; Voodoo (Parniak, 2009), MUSHclient (Gammon, 2005), Google Talk 

(Google Talk Beta, 2011; Google Talk Help, 2013), Skype (Higginbotham, 2008), Facebook (Yadav, 2006), among 

others. These ‘free’ chat system providers use clients’ information for marketing and may sell it to prospective buyers 

who need them. Possession of chat messages is also lost to the provider. Having a private chat system will reduce all 

these probable confidential, privacy, and possession security risks. In addition, chat system design is not readily available 

as a guide and as basis for further improvement, to intending developers.  

The goal of this work is, therefore, to design and implement private chat application software that will enable 

effective and efficient text-based communication between users. The chat system will privatize and secure the transfer of 

information and communication. Security of this chat system would be limited to password and username for 

authentication, Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA) to detect if 

the other person is human, and Encryption of messages to improve confidentiality. It will also grants user organisation 

possession of logged chat messages. 

The design and creation research strategy (Oates, 2009) was adopted. The data collection method was existing 

documents and structured interviews. The data collected was analyzed qualitatively. Various literatures on the subject 

matter, including on Voodoo, MushClient, and Skype chat systems, were examined with the intention of incorporating 

learnt ideas. The software development methodology used was Incremental Development because it provides for the 

development of business information systems in a series of small implementable sub-stages. It also promotes adaptive 

planning, evolutionary development and delivery, a time-boxed iterative approach, and encourages rapid and flexible 

response to change (Hughes & Cotterell, 2009; Whitten, Bently & Dittman, 2001). The application development 

environment includes: MySQL (which supports the relational model and allows the integration and association of 

database tables), XAMPP Server (All Platforms, Apache, MySQL, PHP, Perl - a virtual web server used to simulate 

connections to external software applications such as Apache and Windows), and programming languages of choice 

(PHP - runs natively on Apache server and can easily extend or integrate with Java, .Net, Microsoft Exchange Server, 

web services and more, JavaScript - scripting language that Web server administrators use to manage the server and 

connect its pages to other services, such as back-end databases and search engines for users looking up information, Ajax 

- brings desktop applications’ features into the web), and CSS - allows document authors to specify the presentation of 

elements on a web page separately from the structure of the document). Object oriented concept was adopted in the 

development of the system. PHP language was used to build the login features, CSS used to build the design and 

presentation, and HTML was used for the structure of the system. 

 

2.0 The Secure Chat System 
The specification and requirements, design, and implementation of the proposed private chat system are provided in 

succeeding sections.  
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2.1 System Specification and Requirements 

Current ‘free’ chat systems have unique features and characteristics, and work over the internet. Their setback is 

that they offer limited privacy and confidentiality, and organisations lose possession of logged chat exchanges to the chat 

system providers. While some chat systems employed advanced technology and others implement degrading features. It 

can be concluded that chat system follow a seeming conventional pattern (Chamberglain, William & Jarred, 2008; 

Finkler & Dao, 2001).  

Having critically observed both the limitations and unique features of the studied chat systems, the following are the 

main features and functionalities suggested: Security (users should be prompted for registered username and password 

for authenticated, automatically logged out after the session period has expired, and each message sent should be 

encrypted and decrypted at the receiver’s end; the use of CAPTCHA should included; the system database should be 

hosted on a local server or the intranet of the organization), Message broadcast (fast means of sending messages or 

information to multiple employees at the same time, should be enabled), and User-friendly interface (which can be used 

by both technicians and non-technicians should be built).  

User requirements specify the services the application should provide for the users of the system. System 

requirements give the detailed description of the system services (Hughes & Cotterell, 2009; Whitten, Bently & Dittman, 

2001). The following are the user and system requirements for the project: User should be able to do a private chat with 

other user; User should be able to broadcast messages to other users; The user interface shall be user-friendly and 

extremely low learning curve; The system shall allow authentication and grant access to valid users; The system shall 

enforce encryption of messages and decryption once it gets to the recipient; Each chat room displays the discussion 

thread and list of on-line users; Each chat entry is marked with the user name and the time stamp of the entry; Only the 

administrator can add new users; The user should see all other users that post messages in the last specified number of 

minutes.  

The Functional Requirement are as follows: In the event of accidental exit of application, the session will be 

restored with all messages when the user re-executes the application; The chat frame shall have main chat window, user 

list, text-box for chat entry and a send button; Chat history should be saved as logs on private host, and text files will be 

used; Each entry of the log should be marked with the username and timestamp of entry. 

The Non-functional Requirements are as follows: Interoperability is a property that depicts the ability of diverse 

systems and organizations to work together (inter-operate); Robustness is the ability of a computer system to cope with 

errors during execution or the ability of an algorithm to continue to operate despite abnormalities in input, output, among 

others; Response time is the time the system takes to react to a given input; Safety is the state or condition of being 

protected against any event which could be considered non-desirable; Documentation is the process of providing 

evidence. 

 

2.2 System Design 

In the preliminary or general design, the features of the new system are specified. The costs of implementing these 

features and the benefits to be derived are estimated. In the structure or detailed design stage, the design of the system 

becomes more structured. Structure design is a blue print of a computer system solution to a given problem having the 

same components and inter-relationship among the same components as the original problem. Input, output and 

processing specifications were drawn up in detail. In the design stage, the programming language and the platform in 

which the new system will run were also decided. Input, output and processing specifications were also drawn up in 

detail subsequently. 

 

2.2.1 Process Design 

The two actors of the chat system are the Administrator and the User. The administrator is the super user and has 

control over all the activities that can be performed. The administrator can add new users and give them their default 

password. The administrator can also create a new department in the advent of a new department. The administrator can 

view all registered users with their details. The administrator can delete a user, and can also generate reports (Figure 1). 
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Add user 
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Figure 1: Administrator Use Case 

A standard user after a successful login can change his/her password, edit his/her profile. The user can broadcast 

messages to all other users, read broadcasted messages and also delete. The user can also chat with online users (Figure 

2). 
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Figure 2: User Use Case 

 

2.2.2 Application Design 

The application has five modules based on the requirements specifications. The modules are Database, Login, 

Navigation, Data Manager, and Generation modules. Database Module - The design of a database has to do with the way 

data is stored and how that data is related. The software will incorporate a database of online users, messages, and 

broadcast of an authenticated user. This database would generate error reports when an empty input is entered or when a 

conflict or error in authentication occurs. Login Module - This will enable validation of user such that only authenticated 

users with valid credentials will be granted access to the software. This module will also incorporate functionalities for 

change of passwords. All users will be created on the virtual sever. Navigation Module - This module comprises all 

navigation items; buttons and links and their associated pages or functions. The site-map functionality is also 

encompassed in this module. Data Manager Module - This module provides the interface on which the user will input 

required data. The module is also responsible for mapping the inputted data to their respective tables on the database. 

Generation Module - This module is responsible for the allocation of messages to their respective receiver on the 

message table. It performs certain check functions to ensure that no clash whatsoever occurs before mapping out. 

 

Class Diagram shows the list of all the classes to be used in the design of the project (Figure 3). 

 

 
Figure 3: Class Diagram 

 

2.2.3 Database Design 

The entities involved in this project are Administrator, user information (User), Department, Broadcast and Chat. 

The entity relationship model gives a brief description of each of this entities and their individual attributes. This makes 

the arrangement of data in the database much more coordinated and the database design model easy to implement (Date, 

2003).   

The Administrator represents the authenticated user with the administrative privileges. The Administrator attributes 

are: admin_id (the primary key. This key field identifies an administrator. Data validation is switched on ensuring that 

the field is unique, i.e. no two records have the same admin_id), Admin_pass (key field to hold the password of the 

admin), and Admin_uname (This field holds the admin’s name). The User represents authenticated user without 

administrative privileges. The User attributes are: user_id (This is the primary key. This key field identifies a person in 

the chat system. Data validation is switched on ensuring that the field is unique), User_pass (key field to hold the 

password of the user), User_lname and user_fname (These two fields hold the user’s name), user_email (The email field 

is not essential and is just there so that if users have any problems, then the administrator can contact them), Status (The 

status field tracks whether the user is currently online. This field is set by the login and logout scripts), User_uname (This 

field holds the user’s application name), User_gen (this holds the gender of the user), Department_name (the field 

identifies the department a particular user belongs to. It is a foreign key to the department table), User_pics (this field 

holds the reference to the location where the user’s profile picture is saved), and Admin_id (this is a foreign key 
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referencing the admin table, to identify the admin that registered the user). The Department represents the various 

departments that present in an organization. The Department attributes are: Department_id (primary key), and 

Department_name (holds the name of the department). The Broadcast represents broadcast messages. The Broadcast 

attributes are: broadcast_id  (primary key), message (This field holds the actual text of the message that was 

broadcasted), sender_name (foreign key, reference to user_tbl table; the user that sends the broadcast’s name), Recipient 

(the users receiving the broadcast messages), Subject (the topic of the message), Time (the current time the message was 

sent), and Status (if the message has been read or not by the recipient). The Chat represents actual messages during chat 

sessions. The Chat attributes are: chat_id (This field is used as the primary key for the Chat table), chat_date (This field 

holds the date and time the message was created), chat_message (This field holds the actual text of the message), 

Receiver_user_id (this field identifies the receiver of the message being sent), and user_id (foreign key, reference to user  

table). The attendant entity relationship diagram is presented in Figure 4. 

 

 
Figure 4: Entity Relationship Diagram 

 

2.3 Implementation and Testing 

This section focuses on the implementation of the functional application and the test for defects and necessary 

properties such as performance and reliability. These tests involve the execution of the application with test data to 

ensure that all requirements were implemented correctly and that the required quality characteristics were present in the 

finished product to ensure the deployment of a flawless system. 

 

2.3.1 Component Testing 

The major components of the system that were considered are the database and the interface. Component testing 

was done on individual components in the system to ensure that the system is completely exclusive of faults. Database 

Testing - An ideal test for this database would be one that ensures that all domain constraints are properly implemented. 

In order to reduce the complexity of the system, most of the contents of the application were stored in the codes while the 

dynamic contents were stored in the database. The most critical components of a database are the tables because they are 

the actual content-holders created to retain a set of related data. The database management system (DBMS) confirms 

whether all integrity rules governing the tables have been implemented before any data is stored. The domain constraint 

is the most important of these rules as it gives the allowable values for the attributes of any data. The screen shots of the 

database tables (Figures 5 to 9) coincide with, and therefore confirm that domain constraints are duly implemented. 

 

 
Figure 5: The Administrator Table 
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Figure 6: The Broadcast Table 

 

 
Figure 7: The Department Table 

 

 
Figure 8: The User Table 
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Figure 9: The Chat Table 

The interface of the system was tested using the Black Box Testing technique, which is based on an analysis of the 

specification of the system without reference to its internal workings. This was performed by those individuals who have 

no real knowledge of how the software works to also test ease of usage. Features of the system that are expected to be 

sensitive to data were tested in this phase. 

Login Module Testing was conducted. From the system analysis conducted previously, access denial is expected for 

any login attempt without authenticated credentials (username, password and CAPTCHA). So it was deduced that an 

ideal test for the login module would be one in which a user attempts to login to the system without valid details and 

empty details. The Figures 10 and 11 show the outputs of the test; an error message being displayed as the user attempts 

to access the system with invalid data (Figure 10) and user attempt to login with empty fields (Figure 11). Hence the 

login module is validated. 

 

 
 

Figure 10: The Login Page Message (invalid data entry) 

 

 

 
  

Figure 11: The Login Page Message (empty fields’ trial) 
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General Module Testing was done to ensure that the system will not permit any form of conflicting situation. The 

images below show the output of a test executed where, in the course adding new users with the same username, invalid 

email address the same email address for two people. 

Figures 12 shows successful login page and Figure 13 shows the output of successful user registration. 

 

 
 

Figure 12: The Home Page (after a successful login) 

 

 
 

Figure 13: Add a new user 

 

2.3.2 Process Testing 

The entire workflow process was tested avoiding repeating tests. The processes of changing password and sending 

broadcast messages were noted here. Every user is expected to change the default password. Figure 14 shows the Change 

Password and Edit Profile Page. 

 

 

 
Figure 14: Change Password and Edit Profile Page 
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The Send Broadcast test was done to test user friendly interface and also test the proper storage of inputted data of 

messages sent to others. Figure 15 shows the output of clicking Send without any input, and Figure 16 shows the window 

of Broadcast messages. Figure 17 shows the window where sent messages could be viewed, and Figure 18 shows the 

Chat Panel. 

 

 

 
 

Figure 15: Output of Clicking Send without any Input 

 

 
  

Figure 16: Reading Broadcast Messages 

 

 
 

Figure 17: Viewing of sent messages 
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Figure 18: Chat Panel 

 

2.4 Application Platform 
The minimum hardware and the software requirements are: physical memory (RAM) of 512MB; Intel, Celeron or 

AMD Pentium 3 processor; hard disk capacity of 5 GB; Windows (98, 2000, ME, NT, XP, Vista, 7), Linux, or Mac OS; 

JavaScript-enabled web browsers (Mozilla Firefox (most suitable), Internet Explorer, Google Chrome, or Opera-mini), 

and Virtual server (Xampp version 1.7.1, Wamp server). 

 

3.0 Related Works 
One of the most important phases in the Internet chat history was the introduction of Internet Relay Chat (IRC) 

which was developed by Jarkko "WiZ" Oikarinen in 1988 at University of Oulu, Finland, where he was working at the 

Department of Information Processing Science. By the year 1989, there were already 40 servers that were provided with 

this service. Gradually, IRC started to gain popularity and was made available in almost sixty countries (Oikarinen & 

Reed, 1993). A number of other chatting programs were also developed in the attempt to replace IRC. IRC and Dalnet 

proved to be the most viable developments in the entire Internet chat history.  

Groundbreaking innovations have further advanced the chatting methods and techniques. There are different types 

of Chat enabled today like Voice Chat and Video Chat. The chat systems voodoo, MushClient, GoogleTalk, Skype and 

facebook are discussed in succeeding paragraphs. 

Voodoo Chat, opened in very late December 2001 is a text-based chat program with voice chat features created in 

the wake of Excite’s Virtual Places closure due to the company's bankruptcy following acquisition by the @Home 

Network (Parniak, 2009). Voodoo Chat uses two methods of security. The first is encryption. The second is the use of 

system hashes. It has the hub server which organizes other servers, login server which is a firewall and the chat server 

that controls the chat process. The limitations of Voodoo include that a user is restricted to a particular computer: once a 

user’s computer is registered, the user cannot use another computer to chat, and if the computer is stolen, there is an easy 

access to penetrate into the server.  

Mushclient Chat System Characteristics include calling another player (having gotten the player’s TCP/IP address, 

and what port to use for chatting), receiving calls from one or more other players, and validating incoming calls and 

accepting or rejecting them. It enables splitting of users into groups, allows chats with the group members, and enables 

sending or receiving of files from other members. Its limitations include low security level: the chat system is prone to 

attack by penetration (Gammon, 2005). MUSHclient Chat System is a peer to peer chat system.  

Google Talk is an instant messaging service that provides both text and voice communication. Google Talk 

applications are available for Microsoft Windows (XP, Server 2003, Vista, and Windows 7), Android, Blackberry, and 

Google Chrome OS operating systems. Because the Google Talk servers communicate with clients using an open 

protocol, XMPP, the service can also be accessed using any other client that supports XMPP. The connection between 

the Google Talk client and the Google Talk server is encrypted, except when using Gmail's chat over HTTP, a federated 

network that does not support encryption, or when using a proxy like IMLogic. End-to-end messages are unencrypted. 

Some XMPP clients natively support encryption with Google Talk's servers (Betabeat, 2012; Google Talk Beta, 2011; 

Google Talk Help, 2013). The technology used within the Google server network, however, is not publicly known. Its 

limitations include being prone to attack when chatting over HTTP or IMLogic.  

Skype is a software program that uses the internet to make telephone calls. It also offers video, chat, SMS and 

presence awareness all in one application (Higginbotham, 2008). With the exception of logon servers, Skype has no 

central server to maintain the network. Instead, Skype uses peer to peer technology to decentralize the network and to 

help ensure a very high uptime percentage. Once you log in to Skype, your system becomes part of the network itself 

helping to decentralize the load of routing phone calls. Skype has an encryption system for security. This system cannot 

be turned on or off. Skype provides an uncontrolled registration system for users. People can use the system safely 
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without revealing their real-life identity to other users of the system, but there is no way to know that the person they 

communicate with is the one they say they are. By using VoIP to make the calls, it is very cheap to call another phone. It 

does not cost money to call another Skype user. Every Skype user has a unique username which other users can use to 

talk with them (Wikipedia Skype, 2013). One of Skype limitations is lack of privacy (Skype has the keys to decrypt calls 

or sessions). Skype also makes it hard to enforce a (corporate) security policy. In addition, there are bugs and delays in 

the Linux version. 

Facebook is the second largest social network on the web, behind only MySpace in terms of traffic (Yadav, 2006). 

Facebook has a tendency to share user information with third parties, including companies with which they have a 

relationship. Hence, privacy is not totally assured. Facebook also collects information about users from other sources, 

such as newspapers and instant messaging services. This information is gathered regardless of use of the website.  

 

4.0 Conclusion 
Faster communication through chatting with minimized risk of certain security breach and failure to receive the 

message because of no internet access could be implemented in any organisation. It was concluded, from the review of 

past works, that there existed a need to incorporate additional security measures into such a system besides the standard 

functionalities. This was implemented by the use of CAPTHA and encryption. Design tools that were appropriate were 

selected and utilized to bring about the functional Private Secure Chat System after thorough analysis of the objectives 

and requirements of the system. Different test were performed on the system to debug and fix flaws. The minimum 

system requirements were deduced from these tests. 

The outcome provides secure private chat system that minimizes the breach risk of confidentiality through 

encryption, and grants user organisation possession of logged chat messages. It also provides basis for the design and 

implementation of similar systems. The created private chat system promises to contribute towards obtaining 

organisational competitive advantage. It is believed that the successful deployment of this system will aid faster and 

secure communication among users. Future work on the secure chat system could include features like voice chat, video 

chat, multicast chat and smiley. Further research in these aspects will improve the system. 
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